
______________________________________________________________________________________________________________  iii

Table of Contents

Chapter 1 Introduction and Outline 1

Chapter 2 Background 5

2.1 Terminology........................................................................................ 5

2.2 End-to-End Error Recovery with TCP................................................ 9
2.2.1 Basic Operation..............................................................................................9

2.2.2 TCP-Lite’s Retransmission Timer ...............................................................12

2.2.3 TCP/IP Header Compression .......................................................................14

2.3 End-to-End Congestion Control in the Internet ................................ 16
2.3.1 Objectives and Principles.............................................................................16

2.3.2 Congestion Control in TCP..........................................................................18

2.3.3 New Developments ......................................................................................20

2.4 Link Layer Error Control in Wireless Networks .............................. 23
2.4.1 Circuit-Switched Data Transmission in GSM .............................................24

2.4.2 Handover Control.........................................................................................26

2.4.3 Link Layer Error Recovery ..........................................................................27

2.4.4 Forward Error Correction and Interleaving .................................................28

2.5 The Problem: Inefficient Cross-Layer Interactions .......................... 29
2.5.1 Underestimation of the Available Bandwidth..............................................30

2.5.2 Inefficiency of End-to-End Error Control....................................................31

2.5.3 Overly Strong Link Layer Error Control .....................................................32

2.5.4 Competing Error Recovery ..........................................................................34

2.5.5 Failure of Link Layer Differential Encodings..............................................35

2.6 Related Work .................................................................................... 36
2.6.1 Classification of Existing Approaches.........................................................37

2.6.2 Evaluation ....................................................................................................40

2.7 Brief Motivation and Outline of our Approach ................................ 42



iv  ______________________________________________________________________________________________________________  

Chapter 3 Analysis Methodology 45

3.1 Evaluating Error Recovery Strategies ...............................................46
3.1.1 Collecting Link Layer Traces in GSM-CSD ...............................................46
3.1.2 Analysis Goals, Assumptions, and Approach..............................................47
3.1.3 Measurement Platform.................................................................................49
3.1.4 The ReTracer Tool.......................................................................................50

3.2 Detecting Inefficient Cross-Layer Interactions .................................51
3.2.1 How to Read TCP Trace Plots.....................................................................52
3.2.2 Analysis Goals, Assumptions, and Approach..............................................54
3.2.3 Measurement Platform.................................................................................55
3.2.4 The MultiTracer Tool ..................................................................................57
3.2.5 Detected “Implementation Bugs” in GSM ..................................................58

3.3 Reproducing Inefficient Cross-Layer Interactions ............................59
3.3.1 Analysis Goals, Assumptions, and Approach..............................................59
3.3.2 Measurement Platform.................................................................................60
3.3.3 The Hiccup Tool ..........................................................................................61

3.4 Analyzing TCP’s Retransmission Timer...........................................62
3.4.1 Choosing a “typical” TCP Connection ........................................................62
3.4.2 Model-based Analysis..................................................................................64
3.4.3 Measurement-based Analysis ......................................................................64

3.5 Summary............................................................................................65

Chapter 4 Flow-Adaptive Wireless Links 67

4.1 Extending the Differentiated Service Framework.............................68
4.1.1 Providing Differentiated Service through Link Layer Error Control ..........68
4.1.2 Defining Service Classes and Matching Link Layer Adaptations............... 69
4.1.3 Deployment Concerns and Implementation Alternatives............................73
4.1.4 Link Layer Error Recovery Persistency for Fully-Reliable Flows ..............74

4.2 Real-World Interactions between TCP and RLP...............................77
4.2.1 Interactions are Rare ....................................................................................77
4.2.2 Excessive Queueing.....................................................................................78
4.2.3 The Impact of RLP Link Resets .................................................................. 80
4.2.4 Competing Error Recovery Only in Pathological Cases .............................82

4.3 Optimizing Wireless Links for Bulk Data Flows ..............................84
4.3.1 Block Erasure Rates and Burstiness ............................................................ 84
4.3.2 Error Burstiness Allows for Larger Frames................................................. 86
4.3.3 The Failure of Pure End-to-End Error Recovery.........................................87

4.4 Summary............................................................................................90

Chapter 5 TCP-Eifel 91

5.1 Problems of TCP-Lite’s Error Recovery...........................................92
5.1.1 Spurious Timeouts .......................................................................................92
5.1.2 Spurious Fast Retransmits ...........................................................................95



  ____________________________________________________________________________________________________________   v

5.2 The Eifel Algorithm.......................................................................... 96
5.2.1 Resolving the Retransmission Ambiguity....................................................96
5.2.2 The Sender’s Response ................................................................................97
5.2.3 Performance Evaluation...............................................................................99

5.3 Problems of TCP-Lite’s Retransmission Timer.............................. 101
5.3.1 Prediction Flaw when the RTT Drops .......................................................102
5.3.2 Failure of the “Magic Numbers”................................................................103
5.3.3 The “REXMT-Restart Bug”.......................................................................104
5.3.4 Timer Granularity ......................................................................................105
5.3.5 Validating the Model .................................................................................106

5.4 The Eifel Retransmission Timer ..................................................... 107
5.4.1 Predicting a Decreasing RTT.....................................................................107
5.4.2 Scaling the Estimator Gains and the Variation Weight .............................108
5.4.3 Shock Absorbers ........................................................................................110
5.4.4 The RTO Minimum ...................................................................................111
5.4.5 Implementing REXMT Precisely...............................................................111
5.4.6 Adapting to Spurious Timeouts .................................................................113
5.4.7 Validating the Implementation of RTO-Eifel ............................................115

5.5 Summary......................................................................................... 116

Chapter 6 Conclusion 119

Appendix A Glossar 123

Appendix B References 127

B.1 Research Papers and Books ............................................................ 127

B.2 Standards, Recommendations, and Drafts ...................................... 131

B.3 Software .......................................................................................... 133



vi  ______________________________________________________________________________________________________________  


